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Introduction

At the Paris climate conference (COP-21) in December 2015, the Conference of the
Parties decided to adopt the Paris Agreement under the United Nations Framework
Convention on Climate Change. This was the first time that 195 Parties had agreed
on a universal, legally binding climate instrument.

During COP-21, the Parties agreed that each Party is to communicate a nationally
determined contribution (NDC) every five years. Also, a Party may at any time mod-
ify its existing NDC with a view to enhancing its level of ambition.

A country’s NDC sets out its efforts to combat climate change, including its mitiga-
tion goal, corresponding to its national contribution to global mitigation efforts. At
the national level, NDCs will be implemented through individual policies and meas-
ures. All these policies and measures will undergo a measurement, reporting and
verification (MRV) process nationally. The information collected from the individual
policies and measures can be used nationally to monitor the level of achievement
of the mitigation goals stated in the NDC and thus contribute to the reporting of
progress in implementing NDCs to UNFCCC. In this context, the implementation
of measurement, reporting, and verification systems at the national and international
levels becomes an important tool for tracking individual countries’ implementation
of their NDCs.

Reiterating the need to build mutual trust and confidence and to promote effective
implementation of the Convention, Article 13 of the Paris Agreement established
an enhanced transparency framework (ETF) for action and support. The purpose
of the transparency framework of action is to provide a clear understanding of cli-
mate change actions taken by countries in light of the objectives of the Convention,
including clarity and the tracking of progress towards achieving Parties’ individual
NDCs. The purpose of the transparency framework of support is ‘to provide clarity
on support provided and received by relevant individual Parties in the context of
climate change ... and ... to provide a full overview of aggregate financial support
provided, to inform the global stocktake™. This framework is thus one of the central
pillars for enhancing information on NDC implementation and raising the ambition
to meet the Paris Agreement’s goal of keeping the rise in global temperatures well
below 2 degrees above industrial levels.

The ETF builds upon the MRV system and requirements established under previous
COPs. However, it abandons the distinctions between Annex | and non-Annex |
Parties and establishes universal and harmonized transparency provisions that apply
to all countries. Nonetheless the ETF grants flexibility to those developing countries
that need it in light of their capacities. ETF implementation will start in 2024.









Supporting the implementation
of the Enhanced Transparency
Framework with information
systems

2.1. Implementation of the UNFCCC'’s reporting framework

Implementation of the UNFCCC'’s reporting framework is an ongoing process, and
many developing countries have not yet been able to meet all their reporting require-
ments in respect of preparing and submitting regular National Communications
(NatComs) and Biennial Update Reports (BURs) to the UNFCCC. For example,
the NatComs cycle, which started in 1997 and runs on a four-year period, has now
had six reporting rounds over the last 22 years. The percentage of Non-annex | Par-
ties that had the capacity to meet this regular reporting cycle is quite low (Figure
13); indeed, only 1% of Non-annex | Parties have been able to report their NatComs
on schedule. Most countries have been able to submit their first NatCom, a large
percentage also submitted a second NatCom, and 43% submitted the third NatCom

Figure 1. Percentage of Non-annex | Parties (n=155) meeting the various reporting cycles for NatComs

NC2 NC3

/

99% 1% 90% 10% 43% 57%

NC6

3% 97% 1% 99% 1% 99%

NC1
NC4
submitted @ @ Not submitted

3 Data retrieved from UNFCCC website on 27 August 2019.
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Besides the often limited capacity and resources a country has to implement the
activities leading to the reporting of NatComs and BURs, another challenge relates
to availability of the data needed to produce these reports. Constraints related to
data have been mentioned by the majority of developing countries according to a
report compiled by the UNFCCC Secretariat (UNFCCC Secretariat, 2017). These
constraints on data affect not only national GHG inventories, but also mitigation
assessments and adaptation and vulnerability assessments. In relation to the GHG
inventory, the constraints often mentioned are the lack of a proper system for col-
lecting, compiling, sharing and reporting data, and a lack of expertise in managing
data. Echoing this, a number of developing countries surveyed for their needs with
respect to a national inventory system have indicated the development of a data man-
agement system as a priority (Damassa, Blumenthal, and Elsayed, 2015). For miti-
gation assessments, the main data constraints are a lack of expertise to manage data
or to use data to identify mitigation options, as well as data collection gaps across
different sectors and data variables. The gaps in expertise are identical for adaptation
and vulnerability assessments, as the collection of primary data is also constrained
by a lack of infrastructure to support the collection and analysis of data at different
governance levels (national, subnational, sectoral) (UNFCCC Secretariat, 2017).

2.2. The Enhanced Transparency Framework and information
systems

Addressing data-related constraints requires not only capacity-building to acquire
the necessary expertise, but also that countries have in place systematic data manage-
ment® procedures. The tool best suited for systematic data management is an infor-
mation system. An information system combines people, processes and information
technology to collect, store and process data with the aim of facilitating the dissem-
ination of information. The main advantage of such systems is that they respond
efficiently to the information needs of different stakeholders. A well-designed infor-
mation system addresses needs such as customizing data to help with specific tasks
or decision-making and archiving data for analysis, reporting and planning purposes.
Information systems contribute to a higher level of efficiency and productivity, better
availability of information and better communication among stakeholders (if they all
have access to the same information), and in general create a platform for exploring
various alternatives and seeing the possible results before making decisions.

The need for systematic data management appears to become even greater as coun-
tries start to implement the enhanced transparency framework of the Paris Agree-
ment. The ETF requires developing countries to establish or improve existing pro-
cesses to collect data regularly and systematically about the following:

6 Data management is the practice of acquiring, validating, storing and processing data securely, ef ciently and
cost-effectively.
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* National GHG emissions estimates and projections

e Progress made in implementing and achieving the country’s nationally deter-
mined contribution (NDC) to the Paris Agreement

e Climate change impacts and adaptation

* Adaptation actions with mitigation co-benefits

e Impacts of implementation of response measures

» Financial support, technology transfer and capacity-building support needed and
received

» Use of internationally transferred mitigation outcomes.

The possible uses of these data are many. For example, this information is extremely
useful for purposes of policy planning and research, as well as in increasing aware-
ness of climate change and climate action in the country concerned. In terms of
policy planning, data that have been systematically collected and verified through
quality assurance and control procedures can be used with a high level of confidence
to support decision-making nationally and sub-nationally, to inform the analysis of
the impacts of actions and projects, to track progress with the implementation of
NDCs, and to identify gaps and areas where support is needed.

In a similar vein, this good quality data can be used for research purposes and for
awareness-raising and educational efforts within the country, engaging various stake-
holders, including investors and financiers, and inspiring action and further ambi-
tions in terms of climate goals. As a corollary, the quest for good-quality data will
stimulate national and local-level research, development and deployment, strength-
ening the nexus between policy and research. Arguably, good national climate data
will be a stimulus for ensuring national as well as local-level policy coherence, as well
as contributing significantly to the attainment of many of the sustainable develop-
ment goals.

2.3. Potential barriers to the development of an information
system project

Before embarking on a project to develop an information system for managing cli-
mate action and climate support data, project developers’ need to have a good un-
derstanding of what they are trying to achieve and how to get there. For the project
to succeed, it is important to be aware of the barriers that can hamper project de-
velopment and to address them. The project developers of this sort of project are
typically part of the national ministry that has the role of being the focal point for
the UNFCCC.

7 In this publication, we de ne project developers as government staff working in the climate change area who
embark on projects aiming to build or further develop systems that support systematic data management proce-
dures for climate action and climate support data.
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Information systems support the key aspects of managing information in all kinds
of governing structures (e.g. organizations, municipalities, ministries), such as re-
cord-keeping, decision-making, data analysis, and internal and external communica-
tion. The core functions of an information system are to collect, store, share, process
and present data. The elements of an information system are computer hardware,
computer software, manual procedures by humans and databases. Technically this
combination of elements can be either rudimentary or more sophisticated, and hence
information systems can vary significantly in terms of their features, configuration,
system access arrangements, and the resources and capacities needed to develop and
maintain the information system over time.

For example, a basic information system to support the elaboration of the national
GHG inventory can combine widely used productivity software® with other special-
ized software,® such as IPCC 2006 GHG inventory software. Typically, this consists
of a set of spreadsheets and word-processing documents, shared through email or
through a cloud-based storage service (e.g. Dropbox, OneDrive, GoogleDrive) in
order to receive data inputs from different data providers, and the processing of
this data with the IPCC inventory software. This arrangement is a minimally viable
system for a country to produce GHG inventory reports, but it has fragilities when
it comes to data validation, data integrity, data security and the long-term storage of
data due to the intrinsic properties of spreadsheets.

Storing vast amounts of tabular data in spreadsheets is possible and actually very
common, but it has limitations and is not considered good practice. Databases are
ideal for storing raw data for the following reasons. A database ensures data valida-
tion — that is, it ensures that only data with a certain format can be stored in a certain
field. This prevents inadvertent mistakes, which are very common in spreadsheets,
given that a cell in a spreadsheet can store formulas and data in any format (a date,
a number, text, etc.). Databases ensure data integrity because all data processing
is done after data retrieval, and data processing is completely separated from data
records. This is not the case with spreadsheets, where formulas, functions and raw

8 Productivity software is software that allows people to create documents, presentations, data lists and charts. His-
torically, when this software was introduced into of ces, the productivity of workers increased, hence the name.
Productivity software is generic in use, meaning that it has many uses. Examples include Microsoft Of ce, the
Google Of ce Suite (Docs, Sheets, and Slides), and LibreOf ce.

9 Specialized software is software created for a speci ¢ task rather than for a generic task like writing a text. This
software has very few uses, possibly only one. Examples include accounting software, geographic information
systems, 3D animation software and software to control a pacemaker.

13
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separate different data flows. Developing countries must collect data and report
regularly to UNFCCC on the following:

1) National inventory of GHG emissions

2) Information to track implementation of NDCs

3) Information on climate change impacts and adaptation
4) Information on support needed and received

5) The impacts of implementing response measures

6) Adaptation actions with mitigation co-benefits

7) Use of internationally transferred mitigation outcomes
8) Support needed and received.

A completely integrated national information system would combine these data
flows, adopting common definitions and features, and serving multiple uses. Con-
versely, a hon-integrated information system would have separate information sys-
tems for some or all of the above data flows, each with own definitions, features and
uses, and possibly with each system responding to separate mandates.

To examine the importance of integrated information systems for climate action and
support, section 3.1 looks at the experience of Annex | countries with national GHG
inventories. Annex | countries have been submitting GHG inventories annually to
the UNFCCC since 2003, and as such they have had to build and continuously im-
prove the information systems that support the regular elaboration of their national
GHG inventories. As the experiences of these countries are not very thoroughly
documented, section 3.1 draws mainly on technical notes from the World Bank’s
Partnership for Market Readiness (World Bank, 2013, 2016) and on a working paper
on data management systems from Damassa et al., (2015).

3.1. Integrated information systems

Reporting on climate action is complex because it involves large quantities of data
coming from different sources, communicated through diverse means and involving
a huge range of stakeholders. Integrated information systems for climate action are
able to combine datasets collected for different purposes, use common definitions
for their data structures and typically provide a single point of entry for different
types of user. For example, Australia’s integrated information system collects data
about multiple mitigation policies through the National Greenhouse and Energy
Reporting System (NGERS) and integrates this data flow with others in drawing up
the GHG inventory (Vignette 1). In preparing the inventory, the Australian Green-
house Gas Emissions Information System (AGEIS) collates data from the NGERS,
national statistics from the Australian Bureau of Statistics and processed satellite
image data from the land-use sector (World Bank, 2013).

15
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There are clear advantages in establishing an integrated and transparent informa-
tion system for climate action and support, from the possibility of comparing and
aggregating different data sources to the ability to share consistent information with
a wide number of stakeholders. However, the implementation of such a system is not
straightforward. An integrated system requires more time to identify requirements
and engage with a greater number of stakeholders. There are sometimes multiple
mandates in a country to collect and manage data on climate action and support.
This is problematic and can result in difficulties ahead in the establishment of an
integrated and transparent information system. It is thus recommended that the
institutional framework for the information system is clearly defined upfront, with
clear roles and responsibilities agreed upon by drawing on existing legal or regulatory
mandates, and that the system is designed by incorporating the early and continued
engagement of stakeholders.

3.2. Independent information systems

Germany developed separate information systems to implement the European Un-
ion Emissions Trade System (EU ETS) and to prepare the national GHG inventory.
This is an example of independent information systems, that is, separate information
systems that address specific objectives (e.g. national inventory of GHG, registry of
carbon allowances) but have very limited or no direct links between them and hence
do not allow different datasets to be compared. The decision to develop an informa-
tion system for GHG inventories goes back to 1997, and the EU ETS was launched
in January 2005 (Schlenzig, 2002). The German central system for GHG inventory
was designed to support different data types and different aggregation levels, and
to meet the quality criteria principles that apply to GHG inventories: transparency,
accuracy, consistency, completeness and comparability of the reported data (Vi-
gnette 2). The EU ETS registry is a web-based system specifically developed for
the objectives of the ETS, which protects the confidentiality of data about EU ETS
participants and allows verifiers’ access. Because the GHG inventory system and the
EU ETS registry are run separately, the datasets of the national GHG inventory and
EU ETS are not entirely comparable (World Bank, 2013).

Independent information systems are faster to implement and can be developed as
needs emerge, for example, in tandem with the development of sectoral mitigation
actions or policies, which makes them quite flexible. However, the lack of coordina-
tion between systems is a serious obstacle to cross-checking different datasets or to
aggregating, comparing and combining different data flows.

Adopting consistent and comparable data definitions is key to ensuring that data are
consistent and that policy discussions will be well informed. As such, data structures
need to be designed flexibly in order to accommodate present and future policy
needs. If data labelling is done in a manner that responds to multiple reporting pur-
poses, then datasets are comparable and adaptable to likely changes in scope. First
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CHAPTER

A

A road map for establishing
Information systems for
climate action and support

This section provides a plan to guide project developers!? in navigating the unchart-
ed area of development of information systems for climate action and support. There
are different aspects that need to be taken into consideration, namely the scoping
of the system, the approach to its design and development, the need for testing and
quality assurance, and the deployment of the information system and its mainte-
nance.

An information system is not the typical project commissioned by an Environmental
Agency or a Ministry of Environment. It taps into specific skills and expertise that
are often not found in these organizations and normally requires external consultants
to be brought in to develop the work. These professionals typically originate in a dif-
ferent subject domain (software development) and are not familiar with the domain
knowledge of the transparency of climate action and the Convention. As such, there
may be difficulties in working together due to different professional languages, dif-
ferent work methodologies and asymmetrical domain knowledge. With the road map
presented in this section, this publication hopes to provide project developers with an
overview of key aspects to consider in information system projects, thus contributing
to the success of the projects they are developing.

4.1. Scoping the information system

Not all information systems are the same. They can vary significantly in terms of
their functionality, their interface with users, who can use them, and the way they can
be accessed, whether through a web-browser or through specific software installed
in a specific computer. Understanding what is required from an information system
is critical in ensuring its usefulness and relevance to all stakeholder groups. A good
definition of the scope and functionality of the system needs to be supported by a
thorough investigation of a number of aspects, inter alia the relevant legislation, the
objectives of the system and the stakeholders it will serve. This assessment is usually
done before contracting the development of the information system to consultants
or to a software development company. The list below is a reminder of key aspects
to consider in this scoping stage.

12 |n this publication, we de ne project developers as government staff working in the climate change area who
embark on projects aiming to build or further develop systems that support systematic data management proce-
dures for climate action and climate support data.
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4.1.1. Mapping and documentation of existing systems

In many countries there are already some MRV systems in place that are collecting
relevant data on climate action and support. Possibly these systems were developed
independently, have different objectives, respond to different mandates and serve
different stakeholders. There is likely to be a diversity of approaches and procedures
both within and between sectors. Some of the existing MRV systems may be very
basic and mainly involve the use of spreadsheet templates to collect data from data
providers, which is then sent by email to a regulator or inventory coordinator. These
existing systems may need to be integrated with the new information system, or they
may continue to exist independently but send data regularly to the new information
system. Therefore, existing systems need to be inventoried and documented in terms
of the data they produce, the methodologies they use and the stakeholders involved.

4.1.2. Stakeholder engagement

It is very difficult, if not impossible, to develop an information system that meets the
information needs of different stakeholder groups without consulting and engaging
them. The complete mapping of stakeholders depends on the scope of each particu-
lar information system, but typically the stakeholders of an information system for
climate action and support include data providers, data verifiers, governmental enti-
ties, accreditation bodies, technical experts, non-governmental organizations, trade
associations, consumer associations, academia and research institutions.

Consulting stakeholders is useful throughout the entire project development. Their
early involvement improves the design of the information system by incorporating
their needs into the functional requirements. They should also be involved in the
testing stage because they can provide feedback that will improve the quality of the
information system. After the information system has been deployed and launched,
they can provide input for improvements and report technical difficulties. Through
continuous engagement, stakeholders are familiarized with the new information sys-
tem, which contributes to acceptance and buy-in, which are critical factors in the
success of any information system.

4.1.3. The regulatory framework

Regulatory frameworks related to GHG data management and GHG data reporting
or related to specific sectoral policies on GHG are inputs for taking decisions on
the design of the information system. Important design aspects of the information
system are determined by the applicable regulation and legislation (World Bank,
2016). For example, greenhouse gas reporting programmes are typically based on
specific laws or regulations, which define key aspects of the system, such as: sectors
covered, thresholds of reporting, data types and formats, methodologies that are
applied, emission factors to be used, frequency of reporting, data verification, data
confidentiality and data security requirements.

23
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4.1.4. Data requirements

The core functions of an information system are related to the management of data.
Consistent and comparable data definitions are crucial to ensure data integrity and
confidence in the information system. Most countries already have some datasets
from existing MRV systems, as well as previous reports that have been created.
Therefore, it is useful to make an inventory of existing datasets and assess the need
for data transformation before inserting these in the database of the new system. One
aspect to consider is how data will be inserted into the new system. This can be done
in different ways: manual insertion in a web interface, manual insertion in a template
document (typically, a spreadsheet) followed by uploading to a web interface, and
insertion from another database through a data communication interface (especially
useful when the data is already being collected by another system).

It is also important to consider the levels of access to data, that is, who will have
access to which data. Some data may be classified as confidential and hence need
to be anonymized and aggregated before being made public. Another aspect is how
adaptable is the database structure.® It is advantageous to develop structures that are
flexible and that can adapt to the evolving needs of policy and to changing needs and
priorities. For example, it is important to keep in mind possible changes in reporting
thresholds, sectors and the need for data aggregation sub-nationally. In addition,
labelling the data in ways that ensure multiple purposes enables a good level of data
granularity.

4.1.5. Functional requirements

Identifying what the information system will do — that is, the functionality it will pro-
vide to users — is a necessary prior step in the development of the system. Any project
involving the development of a software-based system needs to have its requirements
specified. The functions of the system will vary depending on stakeholder needs and
the regulatory framework. Stakeholders have multiple needs and typically require
the information system to support them in different objectives. Examples of such
objectives are:

e Storing and displaying data in different formats, including maps

» Repository of articles and country reports

e Centralized data collection and validation

e Transformation of data and calculation of indicators to track mitigation actions
e Collaborative work on documents

e Integration of sectoral information systems into a national information system

13 The database structure (or the logical structure of a database) is a model that shows the entities (tables) that
exist in a database, the relationships between them and the attributes ( elds) they contain.

14 Data granularity is the level of data detail in the database structure. For example, a eld storing data on the ener-
gy consumption of a facility can store these data at different levels of granularity: days, weeks, months, quarters,
or years. In this example, the lowest level of granularity is the day.
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» Integration with other reporting requirements established under other multilat-
eral mechanisms, such as the Montreal Protocol, the Convention to Combat De-
sertification or the Convention on Biodiversity.

To a certain extent, there are functions that almost any information system for cli-
mate action and support needs to have. Below, we provide a list of data- and user-re-
lated functions, which are exemplary and non-exhaustive.

e Insert, edit, view and delete data

e Validate data entry

e Check data consistency (range check, compare with previously reported data)

e Transform data (e.g. convert activity data into emissions data, change data for-
mats)

« Data aggregation and data analytics

» Create data reports to visualize data and export them to different file formats

e Insert, edit, view and delete data definitions (data dictionary)

e Label data as confidential

¢ Create, edit, view and delete users

» Configure user permissions

e Securely authenticate users

» Send notifications to users

A key lesson from countries that have developed their own information systems, such
as Australia, is that it is advantageous to build a configurable system. That is, pro-
viding users with special roles (e.g. system administrator) the ability to update emis-
sion factors and global warming potentials (World Bank, 2016), instead of requiring
changes in software to do this. This will ensure that the system can stay consistent
with updated IPCC guidelines and the most up-to-date values of standard data such
as country emission factors. It does not require specialized intervention by a software
developer to make those updates.

4.1.6. Non-functional requirements

While the functional requirements describe what an information system should do,
the non-functional (sometimes also called technical) requirements specify how an
information system is supposed to perform. That consists of the specification of
conditions or criteria under which the system should operate, and includes aspects
such as:

* Availability: the days and times the system will be available to use, and when it
will require planned maintenance downtime

e Fault tolerance: the ability of a system to continue to operate when some of its
components fail

* Interoperability: the ability of the system to exchange data and processes with
other systems

* Response time: how much time the system takes to respond to a user request

25
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e Back-up and disaster recovery: procedures for back-up and the amount of time
required for the system to be working again after a natural or human-caused
disaster.

e Security: what is expected from the system when its vulnerabilities are exploited

4.1.7. Hardware and software architecture

Specifying the requirements can also include considerations about the system’s soft-
ware and hardware architecture, that is, that a certain programming language will be
used to develop the system, or that the server should run a certain operating system.
These aspects actually depend on the functional and non-functional requirements.
Moreover, because hardware and software evolves so quickly, there is no advantage
in imposing constraints at this level while at the scoping stage. An exception would
be where the software is to be developed by an existing team with skills and compe-
tences in certain programming languages, or when there are software licenses and
financial resources already committed to specific hardware and software.

4.2. Development of the information system

When the scope of the information system is defined, a logical next step is to look for
solutions that address the system’s requirements as identified in the scoping stage.
Analysing similar information systems can provide valuable insights, especially if
combined with demonstrations and the collection of user feedback. It is important
to bear in mind that there is no one-size-fits-all solution, as there may be different
approaches to the development of an information system for climate action and
support, while the country context and priorities are also unique. In addition, the
external financing available and the budget that countries may have for developing
and sustaining transparency capacities over time are also limited, posing a serious
constraint over the resources available for the development of an information sys-
tems project.

4.2.1. Build or buy an information system

As a starting point, it is useful to raise awareness about stand-alone tools and soft-
ware (some are free or low cost, other are commercial), which may be used not as an
integrated information system, but in bits and pieces to respond to the requirements
of data processing and reporting of information both nationally and internationally.
Following this point, this section presents a decision tree with different options for
the development of an integrated information system, before illustrating the different
options with concrete examples from different countries.

Stand-alone tools and software

There is a large gap in terms of the tools and software that might be used to assist
developing countries in meeting all their transparency requirements under the Paris
Agreement. Although tools and software are available that can be used for specific
tasks or objectives, it is not possible to combine them into an integrated information
system. Despite some exceptions (e.g. the IPCC Inventory Software), the majority of
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Procurement

Building a new system, expanding an existing one and buying a commercial off-the-
shelf solution typically require procurement processes. Each country has its own
procurement rules, and it is difficult to make recommendations on this aspect. A
common approach to procurement is competitive bidding, based on a request for
proposals (RFP) sent to known qualified developers or announced publicly. Some-
times, this is preceded by a public request for information (RFI) to identify qualified
service providers. Annex A lists and describes the common sections of a RFP and
can be used as a template for preparing this kind of document.

It is necessary to identify and establish an in-house team, including the national
MRV experts - the problem domain team'® — with the responsibility not only for
procuring a qualified solution provider, but also for managing the project and engag-
ing with the selected provider throughout. National MRV experts have specialized
knowledge and the insiders’ view that are critical for the success of these projects.
A balanced team that combines different levels of seniority and gender is beneficial
for these projects, especially the engagement of younger officials from the Ministry
who are more familiar with the use of information and communication technologies.

4.2.2. Best practices for information systems projects

Awareness of good practices in the area of information systems development is ben-
eficial to proper project monitoring. While a thorough understanding of good prac-
tices in this area certainly requires deeper study, there is much to be gained just by
implementing what is listed here. A key concern is that the country should have
control over access to the source code,'’” passwords, configuration details and pro-
ject documentation. This is to ensure that, for example, the project could continue
if the specialized provider had to stop working on it tomorrow and there is a proper
handover in any case.

It is good practice to use a source code repository*® and version control software,?
such as Git? or Mercurial.?* \ersion control software enables multiple people work-
ing simultaneously on a single project to ensure seamless integration of their con-
tributions and to maintain a historical back-up of the project as a safeguard against
computer crashes and data losses. Version control software uses a source code repos-
itory, that is, a database of all the changes and historical versions of the software. The

16 The problem domain team is the group of people from the government side that is engaged in climate transpar-
ency work and in the development of the project. This team is spearheaded by the project developer.

17 The source code is the human-readable list of instructions that a programmer writes when building software.

18 A source code repository is a central le storage location that is used in tandem with version control software to
keep back-up copies of source code.

19 Version control software is software that helps a team with multiple programmers to manage changes that they
all do to the source code.

20 https://git-scm.com/
21 https://www.mercurial-scm.org/
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repository can be deployed on a local server (government premises or data centre in
national territory) or in the cloud.

For information systems that are web-based, it is recommended to set up a test (or
stage) server and a production server. The test server allows the project to have a
space where changes can be tested before they are deployed to the users. The test
server runs in an environment similar to the production environment, and hence it
is possible to perform quality assurance to detect mistakes, performance or usability
issues before deployment in the production server. All the logins, passwords and
configuration details for these servers need to be documented and transferred to
the project owner (the team in the Ministry or in the governmental agency) in the
handover.

Another good practice is to document and annotate source code. Documenting
source code describes the functionality of the code and is done for both users and
developers. Whereas users need “only” to understand what the source code does,
developers need to know enough to be able to make it work. This includes a summa-
ry of the goal and approach, and instructions on how to install it and get it to work.
Annotations in the source code make it easier for software developers to understand
it and be able to maintain it, and they are also useful both for the developer who
wrote it?2 and for others who may in the future need to change it. The goal of the
annotation is to explain, in human terms, what the source code aims to instruct the
computer to do and the rationale for choosing a certain method or approach.

4.2.3. Quality and testing

An information system that is free of mistakes and defects from the beginning is still
to be invented. All information systems can have mistakes or issues in the software
that powers them because software is written by humans. Hence, the importance of
quality assurance and testing throughout the development of an information system
cannot be overstated. This is especially important for bespoke systems because off-
the-shelf information systems, once they are ready to deploy to customers, have typ-
ically gone through a variety of tests. This does not mean that off-the-shelf informa-
tion systems are error-free. There may be mistakes (so-called bugs) in the software
that have not been detected. Some software bugs are only detected when the system
is put to use and some new scenario of use, not considered in the tests, is applied.

The benefits of testing and quality assurance in the process of developing an infor-
mation system are:

e Testing helps to save money in the long term because mistakes and defects are
detected and solved before they have consequences in the real world

e Testing enables the detection of security flaws which may result in leakage of
sensitive information

22 1t is not uncommon that the software developer who wrote the code will need to ddle with it at some later point
and cannot exactly remember the rationale behind it.
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e User acceptance tests or beta tests: testing performed by the project owner (the
team in the Ministry or governmental agency) to verify that the system delivers
the features and functionality specified at the scoping stage

« Usability tests: testing with end-users to validate the interface of the system and
determine the extent to which the system is easy to learn, easy to operate and easy
to interpret its outputs. The objective of the test is to review the user interface with
the people that will use the system.

Although a functional information system can seem like the ultimate desired result of
a development process, it is nearly as important to build a system that scores well in
usability. Especially for information systems that may not be used at all times, like an
information system for climate action and support, it is important for an infrequent
user to be able to operate the system and not require training every time. As such, it
is important to pay attention to the development of interfaces at the front-end of the
system that are easy to figure out and to operate. The design layout and sequence
should allow the systems’ functions to be executed in an easy and intuitive manner.

4.3. Deploying and launching the information system

In the deployment stage, the information system goes “live” and is populated with
real data. Deployment in the production environment only happens when the sys-
tem has been fully tested and signed off by the project developer at the ministry or
governmental agency. Some of the key considerations for the deployment process
include:

e The hardware and infrastructure needed (what hardware is needed, from com-
puters to network devices? Where will the hardware be placed?)

e The data set-up in the new system (is data to be inserted by users, or migrated
from existing databases?)

e The schedule and length of the deployment process (will the changeover be done
overnight, or is there a transition period for users to get accustomed to the new
system?)

e Training needs (what skills and training will the users need in order to use the
system? How will the users be supported?)

4.3.1. Hardware and infrastructure

Prior to deploying the information system in the production environment, it will be
necessary to install the hardware and infrastructure required for the system to run.
For information systems that are web-based, there are different possibilities:

e The information system is hosted by a server located on the government’s prem-
ises: this requires budget that ensures that the hardware and infrastructure equip-
ment is state-of-the-art and that the staff have the expertise in the administration
of systems to maintain the equipment, implement the security policy, run the
physical back-ups, respond to problems and update the operating system



A road map for establishing information systems for climate action and support o

e The information system is hosted and managed by a commercial hosting service:
the hardware and infrastructure equipment and partially the systems administra-
tor function are provided by the hosting service provider, which charges a fee for
the service; hardware for users and data are off-premises and accessed through
an Internet connection?

» The information system is cloud-based: this is a special case in which the informa-
tion system is so-called “cloud-native” and is provided as a service,? typically un-
der a subscription model with prices varying depending on the number of users®

All the options above have advantages and disadvantages. The decision of which one
to use needs to weigh factors such as budget, security and data sovereignty.

4.3.2. Data considerations

Any information system is useless if it does not have data to operate. For a new
system it may be necessary to add data manually to the information system or to
recreate it from existing reports like the NatCom or BUR. For a system that is re-
placing or upgrading an existing system, it will be necessary to migrate the data from
the existing “old” database to the new information system. This might entail data
needing to be converted to a different format. The process of data conversion may
be automated, but it will still require a significant amount of time and resources,
especially if the historical data are not of good quality (are incomplete, have errors)
and will require corrections. Depending on the amount of historical data, in some
cases it might be quicker and less expensive to insert these data manually into the
new information system.

4.3.3. Schedule of the changeover process

An important aspect when planning the deployment of the new information system
is how to achieve the switch-over. There are different possibilities, with advantages
and disadvantages that need to be considered in the context of each project. The
most common are:

* Overnight changeover: the new system is brought into operation straightaway, and
all users start using it. This option allows some money to be saved because deploy-
ment does not take much time, but is high risk in terms of user acceptance and
adoption if the changeover process is perceived as managed poorly. To minimize
these risks, it is important to engage users sufficiently in the development process
and ensure thorough testing for defects

« Parallel running: this is the usual approach when a legacy system exists that will
be replaced by the new one; it has both the old and new information systems

27 This is similar to renting a water tank that is located off your property but is connected to your house. Only you
can use it, and you pay for the tank capacity whether you use it or not.

28 The term that is commonly used for this is “software as a service”.

29 This is similar to paying for the water supply service to the water utility company or municipality. You pay for
what you use, and the infrastructure is shared with other customers.
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operating in parallel until the users are acquainted with the new system, and then
the old one is switched off. This approach is less risky than overnight changeover
because users are exposed to a gradual transition, but it is more expensive, and
users may resist having to abandon the old system

¢ Pilot implementation: the new information system is deployed for only a sector or
ministry, experience with using it contributing to improvements and adjustments
prior to deploying to the other ministries or governmental agencies. This is less
risky and less expensive than direct changeover, but it requires good management
of the pilot stage in order to make it successful and not undermine the confidence
of other sectors in the new system

e Phased implementation: the functionality of the new information system is re-
leased in stages and not all at once; this approach reduces the risk and allows
the user to become acquainted with the new system gradually, but it tends to
be expensive because it requires simultaneous efforts on the development and
maintenance of the system.

The decision about the timings of deployment of the new system and its introduc-
tion to its future users needs to be done in advance. Ideally, the introduction of the
information system should synergize with existing efforts to prepare national reports.
Perhaps the information system is ready to be deployed when the country already has
an advanced draft of the NatCom. If the country team is very busy with an important
project, it might be better to wait until they have received training on the new infor-
mation system. It might be useful to delay the introduction to the new information
system by taking in consideration, for example, the schedule for collecting data for
the next BUR.

The data collected for the previous NatComs and BURSs can already be inserted into
the new information system, and when users start training on how to operate the
information system and how to extract information, they will already have the system
populated with data that is relevant for their work. The users will benefit more from
training on data collection and on how to provide data to the system when the time
for the next round of data collection approaches because they can immediately put
into practice what they are receiving training on.

4.3.4. Training needs

There has been significant progress in terms of the usability of software, but the
majority of new software-based systems still require users to be supported in how
to operate the system. It is good practice to provide users with manuals and system
documentation, and to couple this with training sessions. The extent of training can
be sorted out through a mapping of the skills the users require and a comparison
with staff competences. Once training needs are understood, a training strategy can
be developed. It is useful to consider what methods of training will be more effective
given that the regular activities of governmental organizations will be impacted by
the trainings.



A road map for establishing information systems for climate action and support o

The main methods of delivering training are face-to-face, hands-on training sessions;
webcasts or remote training sessions; and “train the trainers” or cascade training, in
which a small group of “super-users” receive training and then train the other users.
This last method is quite popular and is widely used, for example, with enterprise
software applications. The main advantage is that cascade training ensures that a
pool of capacity is retained in the organization, with the group of trainers being able
to provide training and continuous support to their colleagues.

4.4. Maintenance of and improvements to the information
system

The maintenance stage concerns not only the work that is done to keep the infor-
mation system running and in good order, but also corrective actions and enhance-
ments to functionality. In general the 80/20 rule applies, meaning that on average
only 20% of the work carried out in this stage is corrective, the bulk of maintenance
being related to improvements and refinements. This reflects two well-known facts.
One is that most information systems improve with the engagement of users, though
unfortunately in many cases their engagement is not sufficient in the development
stage. The other is that users typically only operate a small percentage of the features
in a system, rendering parts of the system useless and unnecessary.

The costs of maintenance may turn out to be significantly higher than expected de-
pending on the extent of enhancement work. It is good practice to maintain a back-
log of the system’s new requirements or new features and to prioritize development
work based on the available funds. Moreover, all information systems require main-
tenance and adjustments to respond to evolving reporting needs (e.g. the new MPGs
of the enhanced transparency framework). Therefore, funds for improvements and
maintenance have to be budgeted and sought out. It is also good practice to examine
the enhancements of the system in a feasibility study, especially if they are numerous
and could consist of a development project on their own.

Another reason why maintenance work is unavoidable is because software is in con-
stant evolution and security flaws are uncovered regularly in data management sys-
tems. This requires the regular application of software patches to prevent security
flaws from being exploited or the data and reputation of the organization being
damaged. These software updates need to be regression-tested in order to check that
the changes being introduced do not adversely affect the functioning of the system.
As such, maintenance work requires technical skills that in many cases do not exist
in the ministry or governmental agency overseeing the information system. Thus, it
is often necessary to start a procurement process to contract a specialized provider.
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4.5. Indicative time estimate for the road map

Developing an information system for climate action and support that addresses
the needs of different stakeholders is a complex project and requires a reasonable
amount of time. As the experience of other countries demonstrates, the initial de-
velopment is often followed by a longer period of maintenance in which many im-
provements are made. For example, Australia reported three years of development
work and continued maintenance afterwards, even when the system was suitable for
use (World Bank, 2016).

Generalizations in terms of the time needed to establish an information system are
not quite possible because context variables vary significantly across geographies. Es-
timates improve with the analysis of actual data from other projects, namely by look-
ing at experiences in completing a similarly complex project. Hence, the actual time
spent on a previous project that used a similar development methodology is a good
indicator for the country. Nonetheless, Figure 6 attempts to create a time perspective
of the percentage of time spent in the major steps of the road map presented here.

The estimates in figure 6 below are based on heuristics extracted from project man-
agement discussions in various online outlets. The trends from projects of different
sizes indicate that about 20 to 30 